1.Inherent Risk Scale ( without any control measures)

Impact factor

Processes

People

Technical complexity

Financial

Catastrophic

ing

Major failureininter-
5 nal processesresult-

lossesanderrors

Majorlossesto thevalue
of IDFC’s collective com-
petencies, knowledge and
skills. Seriousbreaches
of the Code of Business
Conductand Ethics.

substantial

Use ofunproventech-
nologyfor critical sy s-
tem / project compo-
nents. High level of
technicalinterdepend-
encies between system
/ project components.

> 15% of Revenue.

Critical Significant failure in |Significantlosses to the |Useofnewtechnology | > 7.5% of Revenue.
4 internal processes |value of IDFC's compe- | notpreviouslyutilised
resultingin highloss- |tencies, knowledge and | by the GEPF for critical
es and errors. skills. systems / project com-
ponents.
Serious Moderate level inter- | Lower level lossesto the |Use of unproven or|> 3.875% of Revenue
3 nal processesimpact. | value of IDFC’s collective | emerging technology
competencies, knowledge |for critical systems /
and skills. project components.
Significant Little internal pro- |Little impact to the value | Use of unproven or|>2% ofRevenue.
2 cesses impact. of IDFC’s collective com- | emerging technology
petencies, knowledge and |for systems / project
skills. components.
Insignificant No impactoninternal |No impactto thevalue of |Use of unproven or
1 Processes. IDFC's collectivecompe- |emerging technology | < 2% of Revenue

tencies, knowledge and
skills.

for non-critical systems
/ project components.

2. Likelihood Scale (Probability)

Likelihood Factor

Qualification criteria

Rating

Almostcertain

Theriskis almost certainto occurinthe current circumstances. The risk is already 5
occurring oris likely to occur more than once within the next 12 months.

Likely More than an even chance of occurring. Therisk could easily occur and is likely to 4
occur atleastonce within the next 12 months.

Possible Could occur quite often. There isan above average chance thattheriskwill occur at 3
leastonceinthenext3years.

Unlikely Small likelihood but could happen. The risk occursinfrequentlyandis unlikelyto occur 2
withinthe next 3years.

Rare Notexpectedto happen - Eventwould be a surprise. Theriskis conceivablebutis only 1

likely to occur in extreme circumstances.

3. Control Effectiveness Scale

Effectiveness Factor |Qualification criteria Rating
Very High Risk exposure is effectively controlled and managed. 5
High Majority ofrisk exposure is effectively controlled and managed. 4
Medium Thereis roomforsomeimprovement. 3
Low Some oftherisk exposure abpears to be controlled. but there are maior deficiencies. 2
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Very low Controlmeasures are ineffective. 1

4. Residual Risk Exposure

Category |Level Category description Factor

Priority 1 |Immediate action| Managementshould take immediate actionto reduce residual risk expo-
required sure to an acceptable level

Priority 2 | Actionrequired [Managementshouldimplement more controls or increase the effectiveness | 11 - 20
of current controls to reduce the residual risk to a more acceptable level

Priority 3 |Monitor Management should constantly monitorthe risk exposureandrelated con- | 6 - 10
trol effectiveness

Priority 4 |Acceptable Theresidual riskexposure is acceptable 26-5

Priority 5 | Reduce control |Managementmay consider reducing the costof control 1-25




